GLBA

HIPAA

1ISO 27001

sarhanes-

Compliance Solution

PCI-DSS
Oxiley

Basel-11

Assured IT infrastructure related compliances for SOX, Basel I, GLBA, HIPAA, P(l
Data Security Standards, 150 27001 Standards and more. ..

Amid stringent requirements for compliance, large and complex IT Features and Benefits

deployments imply increased costs of remaining compliant.

Different compliance requirements from different agencies are to be
fulfilled simultaneously. Challenges increase owing to varied
devices providing diverse data for compliance.

Data aggregation from multiple sources has to follow different
business rules based on reporting, minimum storage period and other
requirements.

Everest’s Compliance Solution

Al solutions in the Everest Solution Set have been designed to help
customers stay compliant with stringent norms of the Sarbanes
Oxley Act, Basel Il banking supervision standards, Gramm-Leach-
Bliley Act, HIPAA regulations for the insurance sector, PCI data
security standards for the payment card industry and the ISO 27001
information security management standards.

Amendments and Impact Analysis

The solution has been designed in a manner such that all
amendments to these regulations and standards can be easily updated
as and when new clauses are added or new standards put in place.

Business domain team and architects of the Everest Solution Set
work hard to ensure that all updates and additions to compliance
standards are incorporated into all solutions, thoroughly tested and
released to customers well before the actual enforcement dates.

Everest’s teams perform detailed impact analysis of every regulation
and changes to it to ascertain the implications on existing IT
infrastructure setups of customers.
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Everest provides network and operating system access control,
enforcement of routing controls inline with the access control and
security policy.

Assessment of network services and mapping them with updated
compliance requirements and prevalent best practices is possible on
an ongoing basis.

The solution takes care of segregation of roles and responsibilities,
and privilege management. Audit trail access monitoring and use of
file-integrity monitoring and change-detection modules enhance the
efficacy of log management.

Everest handles incident and problem management. Its rule engine
aids in investigation and gathering evidence after incidents

Information security and service deliveries inline with third party
SLAs are maintained across all elements of the Everest Solution Set.

Checking of technical compliances such as hot-fixes, anti-virus
updates, application patches along with network configuration
management, configuration base-lining and configuration
comparison further aid pan-organizational compliance processes.

Everest’s solutions come to you through HSBSoft Technologies Pvt. Ltd., an
IT infrastructure management solutions company serving customers across
industries. If you would like to learn more about the benefits of our Customer
Portal solution, drop in a mail to info@hsbsoft.com or call

0091 80 4113 1162/ 64, 0091 80 4086 9333
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